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ABSTRACT
Access control is a mechanism in computer security that regulates
access to the system resources. The current access control systems
face many problems, such as the presence of the third-party, in-
efficiency, and lack of privacy. These problems can be addressed
by blockchain, the technology that received major attention in re-
cent years and has many potentials. In this study, we overview
the problems of the current access control systems, and then, we
explain how blockchain can help to solve them. We also present an
overview of access control studies and proposed platforms in the
different domains. This paper presents the state of the art and the
challenges of blockchain-based access control systems.
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1 INTRODUCTION
Blockchain applications initially were limited to the cryptocurren-
cies and financial transactions. Invention of smart contracts leads
to development of more divers applications [10], such as healthcare
[5, 14, 42, 52], IoT [16, 21, 38, 41, 46, 47], supply chain [8, 12, 29].
In our previous study [43], after reviewing many research studies
based on blockchain and smart contracts, we noticed that the pri-
mary focus of many presented applications is providing an efficient
and secure access control mechanism.
Access control is a required security part of almost all appli-
cations. Blockchain specific characteristics such as immutability,
durability, auditability, and reliability lead to considering blockchain
as a supplementary solution for access control systems.
Access control systems are applied to regulate access to the sys-
tem’s resources and it is the fundamental part of computer security.
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Access control is usually enforced against a set of authorization
based on system policies.
In this study we aim to provide the answer for following ques-
tions.
• What are the problems with current access control systems?
• How blockchain can help to solve these problems?
• What are the challenges for implementing an access control
system based on blockchain?
• What are the gaps in the related studies?
In Section two, we investigate current access control systems
problems and explain how blockchain can address them.We overview
the related research studies and categorize them based on different
domains and applied access control method in section three. In
section four, we discuss the challenges of implementing an access
control system using blockchain. Finally, in section five, we present
the summary of the paper. We aim to provide a comprehensive
picture with the details of architecture, implementation, and the
challenges.
2 TRADITIONAL ACCESS CONTROL SYSTEM
PROBLEMS AND BLOCKCHAIN KEY
BENEFITS
In this section, we discuss the problems of current access control
systems and how we can address them with blockchain.
Jemel et al. [28] mention a couple of problems in centralized
access control systems. As there is a third party, which has access
to the data, the risk of privacy leakage exists. Also, a central party
is in charge to control the access, so the risk of single point of
failure also exists. This study presents an access control mechanism
with a temporal dimension to solve these problems and adapts a
blockchain-based solution for verifying access permissions.
Attribute-based Encryption method [45] also has some problems
such as privacy leakage from the private key generator (PKG) [27]
and single point of failure as mentioned before. Wang et al. [51] in-
troduce a framework for data sharing and access control to address
this problem by implementing decentralized storage.
Current solutions for managing access control in multi adminis-
trative domains are not efficient. Based on Paillisse et al. [40] static
approaches are not scalable and granular and PKI-based systems are
difficult to manage. They suggest distributing and recording access
policies in a permissioned blockchain. Conifer [20] is also another
PKI system based on blockchain to achieve security without trusted
third parties.
In cloud federation also sharing data between multiple organiza-
tion is a concern from users privacy perspective [2]. Keeping the
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personal data related to the users’ identities private, while giving
them access to the shared data, is the main concern. Alansari et al.
propose an attribute-based access control system based on symmet-
ric key encryption. The system checks users attributes with access
control policies to grant access permissions to the data belong to
the federated organization, while it keeps the users attribute private
from the federated organization. This study suggests blockchain
and trusted execution environment to preserve the integrity of the
policy evaluation process.
The users of mobile applications always concern about privacy
issues as they usually must give access to their private informa-
tion. Enigma is an access control management system based on
Ethereum blockchain which aims to solve this problem [60]. The
presented framework addresses three main concerns: data own-
ership, data transparency & auditability, and fine-grained access
control. The system is designed in a way that users are able to
control their own personal data and make the process of access to
their data transparent. Also, the users can modify or revoke access
permissions to their personal data without uninstalling the mobile
application. Figure 1 shows the overview of Enigma framework.
The system also contains three distributed databases: a blockchain,
a Distributed Hash Table (DHT), and a Multi-Party Computation
(MPC), which fragments data into smaller meaningless chunks and
distribute it between nodes without replication.
Privacy is not only a problem for the users of the mobile applica-
tions, in many access control systems the privacy is not guaranteed
when the users grant access to their personal information in order
to obtain access to the specific service or share resources. Table one
shows research studies that aim to solve the privacy problem in an
access control system using blockchain technology.
3 BLOCKCHAIN-BASED ACCESS CONTROL
SYSTEM
Blockchain has desirable features that make it a trustable alternative
infrastructure for access control systems. The distributed nature
of blockchain solves the problem of single point of failure and
other centralized management problems. Also, by eliminating third
parties, we do not need to be concern about privacy leakage from
their side. In addition, we can access to a trustable and unmodifiable
history logs. Consensus mechanisms are applied, so only valid
transactions are recorded on blockchain. Furthermore, by using
smart contracts, we can monitor and enforce access permissions
under complex conditions. All of these features have motivated
researchers to consider blockchain as an infrastructure for access
control systems.
Figure 1: Enigma framework [60]
Table 1: Privacy based research studies
Paper Privacy Context
Zyskind et al. [60] Mobile applications.
Alansari et al. [1, 2] Cloud federation
Ouaddah et al. [39],
Pinno et al. [41],
Dukkipati [21],
Ma et al. [34]
Personal data generated by
IoT devices
Dagher et al. [14],
Azaria et al. [5],
Xia et al. [52]
Healthcare patients data
Le and Mutka [30] Pervasive environment
Xu et al. [54] sharing economy applicationsusing public blockchain
Yao et al. [56] Certificate validation
Es-Samaali and Outchakoucht
[22]
Big Data
This section overviews blockchain-based access control studies
and decentralized applications. Table 2 shows the these studies
classified in different domains, their access control method and
their applied blockchain platform.
3.1 Blockchain-based access control from
transactions to smart contracts
Maesa et al. [35] initially represented a system by extending Bitcoin,
which users can transparently observe access control policies on
resources. This study uses attribute-based access control mecha-
nism and eXtensible Access Control Markup Language (XACML)
to define policies [24] and store arbitrary data on Bitcoin. They
used OP-RETURN script opcode and MULTISIG transactions [49].
In their next study, they considered smart contracts to enforce
access control policies instead of simple transactions [17]. They
have implemented a proof of concept using XACML policies and
Ethereum platform. In their recent study [36], they have added
more details and completed their previous works by explaining
how the components of an access control system can be adopted in
blockchain infrastructure. Also, in order to evaluate the feasibility
and performance of the represented system, they have defined a
scenario where smart contracts are considered as resources that
need to be protected and access to them is restricted. By employing
smart contracts, they were able to add more flexibility, details, and
efficiency to their implemented system.
3.2 Data sharing access control
Jemel and Serhrouchni [28] suggest using blockchain as an infras-
tructure for shared data access control management system. A proof
of concept has been implemented using Multichain platform and
CP-ABE (Ciphertext-Policy Attribute-Based Encryption) access con-
trol schema [6]. The analysis result indicates that timely CP-ABE
performs better in terms of performance in comparison with timely
access control list. As we expected, timely CP-ABE implementation
without blockchain is more efficient than blockchain-based solu-
tions, but using blockchain provides security and privacy benefits
such as auditing, non-repudiation, as well as no single point of
failure.
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Table 2: A summary of blockchain-based access control applications
Research paper Domain Access control method Blockchain platform
Maesa et al. [35] General access control Attribute-based Bitcoin
Maesa et al. [17] General access control attribute-based Ethereum
Jemel and Serhrouchni [28] Data sharing Attribute-based Encryption MultiChain
Wang et al. [51] Data sharing Attribute-based Encryption Ethereum
Zhu et al. [58] Resource sharing attribute-based Bitcoin
Hu et al. [26] Knowledge sharing Fine-grained -
Zhu et al . [59] Digital asset management Attribute-based Bitcoin
Ferdous et al. [23] Cloud federation - Hyperledger Fabric
Alansari et al. [2] Cloud federation Attribute-base -
Zhang and Posland [57] Electronic Medical Record (EMR) Granular attribute-based -
Rouhani et al. [42] Medical data sharing (MediCHain) Role-based Hyperledger Fabric
Asaph et al. [5] Medical data sharing (MedRec) Fine-grined Ethereum
Xia et al. [52] Medical data sharing (MedShare) - Bitcoin
Dagher et al. [14] Medical data sharing (Ancile) Role-based Ethereum
Novo [37] IoT - Private Ethereum
Deters [16] IoT - MultiChain
Dukkipati et al. [21] IoT Attribute-based -
Pinno et al. [41] IoT (ControlChain) attribute-based -
Ouaddah et al. [38] IoT (FairAccess) Generic Bitcoin
Rouhani et al. [44] Physical access control Role-based Hyperledger Fabric
Es-Samaali [22] Big data management Attribute-based Bitcoin
Stanciu [50] Edge computing - Hyperledger Fabric
Paillisse et al[40] Multi-administrative domain - Hyperledger Fabric
Maesa et al. [36] General access control Attribute-based Ethereum
Ding et al. [19] IoT Attribute-based Hyperledger Fabric
Ma et al. [34] IoT General access control Multiblockchain
Samaniego et al. [48] Plant Phenotyping data General access control Ethereum
Wang et al. [51] introduce a framework for data sharing and
access control. The framework includes IPFS decentralized stor-
age system, Ethereum blockchain, and Attribute-Based Encryption
(ABE). The only one who has access to the secret key is the data
owner. Ethereum blockchain has been applied for managing the
private keys. There are two main smart contracts: data sharing
contract that is deployed by the data owner and includes methods
to register a user who need access to the specific data belong to the
owner of the contract and dataUser contract that is deployed by
data requester to invoke the search function defined in data sharing
contract to view the search results.
Similarly, Hu et al. [26] propose a Reputation Based Knowledge
Sharing system to protect the copyright using fine-grained access
control. The system includes three main roles: Questioner, An-
swerer, and Bystander. The Questioner is the one who designs a
question. The answerer is one who is an expert to answer the ques-
tion and receives rewards from Bystander. The Bystander is the
one who is willing to pay a small fee in order to get access to the
shared knowledge.
3.3 Access control for cloud federation
Ferdous et al. present a Decentralised Runtime Access Monitoring
System (DRAMS) to guarantee the reliability of the access control
component in cloud federations dynamically [23]. The represented
architecture comprises three components: Logger, Smart contract,
and Analyser. Logger component includes "Probing agents" records
and forwards data to generate access logs and "Logging interface
(LI)". Smart contracts capture logs and carry out monitoring by
comparing logs to create dynamic access permissions. Analyzer
investigates access permissions based on the system policies.
Similarly, Alansari et al. [2] present an identity and access con-
trol management framework for cloud federation while keeps the
attributes related to the users’ identity private by using the OCBE
protocol [31]. Although the federation party, which owns the data,
do not have access to the users’ attributes, the user can access the
requested data if the user has access to the data based on the sys-
tem policy. The paper suggests the combination of blockchain and
Intel SGX (Trusted Execution Environment) [53] for maintaining
the integrity of the system. The users’ identity attributes and the
system access control policies are managed through smart contract
and stored on blockchain. The encrypted data should be stored
off-chain and in order to preserve the integrity, the cryptographic
policy protocol runs in the trusted environment.
3.4 Access control across multiple
organizations
Cruz et al. [13] have designed a platform for role based access
control to utilize across multiple organization using Ethereum
blockchain and Solidity smart contracts. It has implemented a smart
contract to initialize the roles and the challenge-response protocol
to authenticate the ownership of roles and user verification. The
smart contract includes the following functions:
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addUsert(u.EOA, u.role, u.notes) and removeUser(u.EOA) to as-
sign a role to or revoke a role from the specific user identified by
EOA (Externally owned Account or public key in Ethereum). ad-
dEndorser(eu.EOA, eu.notes) and removeEndorser(eu.EOA) to add
and remove endorser and function changeStatus() to change the
status of deactivated smart contracts.
Challenge-response protocol is utilized for the authentication of
the users, who request a service from another organization based on
her/his role. This protocol has five steps: declaration, information
check, challenge response, and response verification. In summary,
a user requests a service corresponding to his/her own roles from
another organization. After initial information check, the organi-
zation sends an arbitrary data and ask the user to sign it and user
responses with the signature. Finally, the authentication confirms
after receiving valid signature.
3.5 Access control for shared blockchains
ChainAchor [25] is a blockchain platform that enforces access
control for users who submit transactions. This paper introduces
ChainAchor as a platform to solve the problem of identity and
access control in the shared permissioned blockchains. Shared per-
missioned blockchain is a permissioned blockchain that is shared
between multiple distinct organizations. Identity privacy, access
control, and optional disclosure & transaction privacy are chal-
lenging issues in shared permissioned blockchains. ChainAnchor
consensus method looks for the public-key of the sender of the
transaction in a database include all the identities information and
it forces access control based on that. The identities of the users
are anonymous completely and cannot be disclosed by anyone in
the system.
3.6 Access control and self-Sovereign identities
Users of digital identity systems suffer from lacks of privacy. When
they request a service, for proving their identities, all the metadata
attached to their digital identities become accessible to service
provider. In self-sovereign identity system, the owners of digital
identities are able to control the data related to their digital identities
and their personal data attach to them using blockchain. Yan et al.
[55] present a hierarchical secret sharing scheme for general access
structure in blockchain to achieve self-sovereign digital identity
metadata sharing. Finally, the paper introduces blockchain as a
ledger for openPDS (Open Personal Data Store) [15].
4 CHALLENGE DISCUSSION
This section discusses the existing challenges and possible solutions.
Off-chain and on-chain integration: Blockchain is not a suitable
structure for storing a big volume of data, so, the data must store
in secure off-chain storage and the access policies, the hash of the
data, and references to the data record on blockchain. The secure
integration between on-chain and off-chain is challenging. Using
trusted hardware technology such as intel SGX can be considered
to keep the integrity of the system.
Blockchain vulnerability: Besides all the attractive advantages
of blockchain, it is still difficult to implement non-vulnerable smart
contracts [33]. Subsequently, designing methods and tools to im-
prove the security of smart contracts and blockchain is one of the
most competitive fields in blockchain [3, 7, 9].
Transaction transparency: One of themain reasons that blockchain
became popular was providing transactional transparency; how-
ever, this is not desirable from the enterprise perspective and pri-
vacy point of view. That is why we have observed the advent of
permissioned platforms, which support transaction privacy and
private data. This sacrifices pure decentralization and adopt hybrid
centralized and decentralized solutions.
Performance: Blockchain stores all the recorded transactions and
data on all peers. The performance of execution and validation of
transactions have been improved recently by introducing lighter
consensus mechanism and more efficient transaction processing
flow in blockchain platforms such as Hyperledger Fabric. Despite
recent studies in improving the performance of blockchain [4, 18]
still, the performance of the blockchain-based solutions cannot
compete with the current centralized solutions. As we can see most
of the studies compare the performance of their presented system
with other blockchain-based platforms, not current decentralized
solutions. In order to solve the performance and scalability problem,
Ma et al. [34] suggest an architecture based on multiple blockchains
on cloud environment. The represented architecture consists of mul-
tiple layers, including device layer, edge networking layer, fog layer,
core network layer, and cloud layer. Simulations results indicate
that balancing the load of block mining into multiple layers im-
proves the performance of the system by reducing the transaction
collection time and block mining time.
Access control methods: Current access control methods which
are static might be inadequate for future systems [11] and more
dynamic access control methods, one in which resources define
their own access control, might be required. Integrating blockchain
with dynamic access control approaches could be an interesting
area to investigate in the future.
5 SUMMARY AND FUTUREWORKS
In this paper, we explained the required concepts related to blockchain,
smart contracts, platforms, and access control methods. The prob-
lem of the current access control systems and how blockchain
features can solve these problems have been discussed.
Represented blockchain-based access control architectures and
systems have been classified based on domain, access controlmethod,
and blockchain platforms. These systems have been tailored based
on system requirements. These studies [5, 35, 42, 51] have focused
on designing a user-centric system, which owners of the data can
define and enforce access control policies directly. [23, 36] sys-
tems have focused on auditability characteristic and trusted log-
ging provided by blockchain to design a reliable access control
system. From the transactional perspective, [28, 35, 59] use only
transactions to store access control attributes on blockchain, while
[2, 13, 17, 22, 23, 26, 36, 39, 42, 51, 52] applied smart contracts to ex-
ploit its advantages such as flexibility and automatically enforcing
access control policies. Also, the challenges and future directions
have been discussed in this paper.
In our future work, we plan to present an access control service
oriented [32] architecture and implementation based on blockchain.
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